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TODAY'S DISCUSSION FORMAT QQ
\!) The discussion is being recorded. Ny @

,@ Please use the chat window to ask your questions.
(0

®
”W‘ We have our experts on hand to answer your questions.

AAV 404 ALIENIAS B NdOMLIN

é The video and content will be sent via email post event.
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AVD Reference Architecture
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Azure Active Directory, Conditional Access, -
Multi-Factor Authentication & Logging Q@

Signals Verify every access Apps and data
attempt

User and
location @
Allow access |

. 101010
- 010101
. 101010
_
1
Require MFA E C}
Application Real-time ®

risk
Block access
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Azure Firewall

User configuration " Microsoft Threat Intelligence

L3-L7 connectivity policies Known malicious IPs and FQDNs Wikdaws Vidtial

Desktop Service Customer RD clients

Windows Virtual Desktop RD clients

Microsoft-managed Customer-managed

. s Windows Virtual
Customer Windows Virtual Desktop platform =

Desktop host pool VNet _Central VNet .. outbound access
filtered by firewall Web Access @ Diagnostics

Windows 10 multi-session, Server, etc.
Customer-managed

A
Azure AD VMs Gateway €2 Broker

Desktops CI o o
r——3

Azure SQL DB

. : Application and
Azure AD User Profile Azure Firewall < network rules + threat
Domain Services Azure Files < intelligence filter user
& ’ outbound access from
host pool network

Azure to on-prem
traffic filtering.
Can also send
user internet
traffic to on-prem
proxy
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On-premises




Azure Express Route

( Customer’s \

network

0Of Of Partner

edge
el [(e] [@] Secondary Connection

- J

Primary Connection

Microsoft Azure ExpressRoute

Key:

_ Microsoft peering for Microsoft 365, Power Platform,
Dynamics 365 and Azure public services (public IPs)
Azure private peering for virtual networks

Public Internet

Microsoft
edge

( Microsoft Public Services \
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Microsoft 365 “ | ] & 4 *
Microsoft ’
Power Platform r o

Microsoft Azure »
PaasS services < > I

Qdicrosoft Dynamics 365

Microsoft Azure

> Virtual network > Virtual network

Microsoft cloud
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User Connection Flow —

0 Agents within the VM interact the AVD managed service that it's active
User launches client which connects to Azure AD, user signs in, and Azure AD returns token /
RD client presents token to Web Access, Broker queries DB to determine resources authorized for user

User selects resource, RD client connects to Gateway
Broker orchestrates connection from host agent to Gateway

-

aw o

RDP traffic now flows between RD client and session host VM over connections 3 and 4

RD clients
Customer-managed

i

Azure Virtual Desktop
Microsoft-managed Azure services

Customer-managed
Azure VMs & services

Azure AD

Desktops I;l °
Y/ am—

Active User Profile —
Directory '¢' File Server |=|

Web Access @ Diagnostics J\/\-

Gateway 64\—) Broker %
N2
<
Azure SQL DB
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AVD Shortpath — Managed Networks

RDP Shortpath Network Connections

Active Directory

Domain Services

RD Web

> (1)

Public Internet

Azure AD Connect sync

TCP 443
(P aas
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RD Gateway RD Broker

Azure Virtual Desktop
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AVD Shortpath — Public Networks

Azure Active Directory

c Reverse Connection Transport

Azure AD Authentication (TCP 443)
(TCP 443) RDP Data (TLS)

Session Host RD Agent Communication
(TCP 443)

Azure AD Authentication
(TCP 443)

STUN Communication

(UDP3478) Intemal service traffic

Feed Subscription
(TCP 443)

(TCP 443)
(TCP 443)
RDP Data (TLS)
Transport
(TCP 443)

Transport
RD Agent Communication

RDP Shortpath

STUN Access (UDP 49152-65535)

Feed Subscription
Reverse Connection

c
o
=
19
Q
c
[=
o
9]
Q
w
=
2
Q
o

STUN Communication
(UDP 3478)

Intemal
sevice
traffic

OAV 404 ALIANJAS B XHOMLIN

O
RD Gateway RD Broker

Azure Virtual Desktop
Infrastructure




Private Link for AVD (Preview), o
Storage Accounts, App Services @

Host pool

Azure Virtual Desktop

10.0.05

VPN Gatéway .

‘ Express V :

11 Route Azure =

ﬁ Virtual
On-premises Desktop :
E Private :

endpoint :
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Gateway Broker

E Microsoft Azure Services
e 4o Virtual Network

(10.0.0.0/16)




Golden Image

Windows Virtual @7
Azure VM

Imaging

ol

[
LCustomizer Distribute |
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Microsoft Defender

(B

Opens
attachment

- @

Clicks on a URL

Phishing
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& Installation
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Azure AD lIdentity Protection
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Brute force account or
use stolen account credentials

Attacker collects
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Command configuration data
& Control
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compromise & account

Microsoft Defender for
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Advanced Email Threat
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movement
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AVD Policies

= USB Redirection " Clipboard redirection

= Session timeouts 3
= GPO loopback processing

= AppLocker

" FSLogix Application Masking

>

) Disabled

S

upported on

Azure Virtual Desktop

Help:

This policy setting allows you to specify whether watermarking is
enabled for a remote session.

If you enable this policy setting, then the RD Session Host server
will instruct the client to project the watermarking QR code in a
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remote session,

If client is not compatible with watermarking, then connection will
be denied

If you disable or. do notcanfigure this policy setting, then the
watermarking will be disabled.
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ON THE AGENDA

JOIN US @ 1TTAM EVERY MONTH FOR 45 MINUTES

AVD COST ANALYSIS & CHARGE BACKS |
AVD FOR ENGINEERING WORKLOADS |
WINDOWS 365 OVERVIEW |

AVD FOR EDUCATION |

NETWORK & SECURITY FOR AVD | 16 FEB
AVD INTUNE & KIOSK MODE | TBA
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